
Understanding Cyber 
Security Problems 

And How to Avoid Them
Cyber Security 101

CyberSecurity attacks cannot be 
prevented completely but the 
frequency and impacts can be 

managed better.





Data security means 
protecting digital data, 
such as those in a 
database, from destructive 
forces and from the 
unwanted actions of 
unauthorized users, such 
as a cyberattack or a data 
breach.



Security 
Goals

The security goals for 
information systems involve:

• Confidentiality - kept private where 
needed

• Integrity - can be relied on for 
accuracy

• Availability -there when you need it

• Resilience - endures adverse 
scenarios





K-12 Cyber 
Security 

Challenges

In a K-12 education environment 
several factors shape our 
approach to addressing Cyber 
Security:

● Legal statutes governing 
student information privacy

●Non-profit nature of 
institutions

●Unclear roles and 
responsibilities



Privacy Laws

• FERPA – Parents have a right to know what information is in their 

child’s education record and they have a right to have it correct.

• COPPA – Online service providers can’t ask for personal information of 

children under 13 without consent of the parent or appropriate others. 

• PPRA – If you want to survey students and ask them 

sensitive/confidential questions, parents have a right to opt their 

student out.

• HIPPA (Health Insurance Portability & Accountability Act) – 1996 – US 

Dept. of Health & Human Services.

• CIPA – Requires K-12 schools and libraries using E-Rate discounts to 

limit children’s exposure to pornography & explicit content online.



FERPA

TIPS TO AVOID TROUBLE

• Never leave computer unattended

• Never distribute Grades

• Shred documents with student info





Vetting Apps

https://ikeepsafe.org/products/

https://privacy.commonsense.org/

https://secure2.cpsd.us/a4l/search.php

https://ikeepsafe.org/products/
https://privacy.commonsense.org/
https://secure2.cpsd.us/a4l/search.php


Data
Security
Important 
Terms

A Vulnerability provides the 
opening for an adversary but 
themselves represent no threat 

A Threat exists when someone 
exploits a vulnerability with 
negative consequences

An Incident is an actual specific 
realization of a threat (also 
known as an Attack)



Common 
Threats 
and Their 
Genesis

Hacking < Password 
compromised < Phishing

Malware < Exe Download 
< Careless people

DDoS < Planned Attack < 
You can buy one too!!





Common 
Vulnerabilities

Uneducated users

Bad password 
policies

Outdated security 
practices



Lock your computer screen!



MAC User?





Creating a Password

Step 1 Pick two words. Toaster crumbs

Step 2 ALL-CAPS the first word TOASTER crumbs

Step 3 Replace all vowels with 2 T22ST2R cr2umbs

Step 4 Replace the space with two # symbols. T22ST2R##cr2mbs

Password T22ST2R##cr2mbs



Password Template

Step 1 Pick _______ words. two | three

Step 2 ALL-CAPS the ___________ word First | last

Step 3 Replace the _____ with number ________. Vowels | first letter | last letter        0-9

Step 4 Replace the space with ______ ______ symbols. ! @ # $ _ - + =                             1 – 6 times

Password

A strong password is one line of defense against hackers.
Stay vigilant online!



Password Helper

•LastPass -
https://www.lastpass.com
•Password Manager

https://www.lastpass.com/


Phishing
Brute 
Force 

Attack

Drive by 
Download

Distributed 
Denial of 
Services 
(DDoS)

Advanced 
Persistent 

Threats
Ransomware

Cyber Threats Breakdown



Phishing

Phishing refers to the 
process of deceiving 
recipients into sharing 
sensitive information 
with an unknown third 
party (cyber criminal).



Phishing: Sources

• Websites
• Social Media
• Phone Calls
• Email



Types of Phishing

SPEAR
PHISHING

BULK
PHISHING

WHALING



BULK
PHISHING

•Widespread
•Generic
•Many Variances



BULK
PHISHING







SPEAR
PHISHING

•Targeted
•Personal
•Harder to Detect



SPEAR
PHISHING

• Targeted
• Personal
• Harder to Detect



WHALING

• Email Spoofing Leaders in Organization
• Superintendent
• CEO
• CFO 

• Common Targets 
• Business Manager 
• Accounts Payable/Receivable
• Secretary/Office Manager

• Very Convincing





WHALING

• Socially Engineered
• Email Spoofing Leaders in Organization

• Superintendent
• CEO
• CFO 

• Common Targets: 
• Business Manager, 
• Accounts Payable/Receivable
• Secretary/Office Manager

• Very Convincing

From: Superintendent Jane Doe jane.doe@comcast.com
Sent: Monday, January 30th, 2017 12:03 PM
To: Business Clerk John Smith 
Subject: Important

Hello Sara,

Our auditor is requesting Social Security Numbers and Annual Payroll for 
all faculty.  Please respond with information ASAP.

Thanks,

Jane Doe
Superintendent

mailto:jane.doe@comcast.com


A brute force attack is one in 
which hackers try a large 
number of possible keyword 
or password combinations to 
gain unauthorized access to a 
system or file.

Brute Force Attack



The infection of a computer 
with malware when a user 
visits a malicious website

Drive by Download



Drive by Download: Sources

•Malicious Websites
• Legitimate Compromised Websites
•Social Media Sites



An overload or shut down of 
services so that legitimate 
users can no longer access it.  
Most common target are web 
servers.

Distributed Denial of Services



Ransomware is software that 
denies you access to your files or 
computer until you pay a ransom

Ransomware



Ransomware Example: 
Step 1: Advertisement of Exploit



Ransomware Example: 
Step 2: Call to Action



Ransomware Example: 
Step 3: Demand Ransom





Final
Tips

• Simple, long and memorable

• Try personal sentences, then add in numbers 
and special characters

• Test your password –
http://www.passwordmeter.com

Create good passwords

• Take a quiz –
https?//www.sonicwall.com/phishing/

Avoiding Phishing Schemes

• Restart your computer

Run Updates

Lock your computer screen

http://www.passwordmeter.com/
https?//www.sonicwall.com/phishing/


mbranger@huntley.k12.mt.us


